Remote Work - Logging into ConnectCA/ConnectRL

First time Use:
Download and install the Citrix Workspace App

e For Windows users: https://www.citrix.com/downloads/workspace-
app/windows/workspace- app-for-windows-latest.html

e For Mac users: https://www.citrix.com/downloads/workspace-
app/mac/workspace-app-for- mac-latest.html

Once Citrix Workspace app is installed, do not click on the option to set up an account.

ConnectCA Login:

1. Open a browser and navigate to the webpage https://connectca.goldenl.com.
Use the network ID and password provided to you by your manager.

Upon first login, you will be asked to create a new password. Please follow the
minimum password requirements when creating your new password:

a. 16 characters.

b. 1 uppercase character.
c. 1 number.

d. 1 special character.

Golden1

Credit Union

Welcome to
Golden 1 ConnectCA
Click here for access instructions

Username

Password

| |

Note: If you enter your password incorrectly too many times, you will receive a
lockout message (seen below) and need to use: https://connectrl.goldenl.com to
login.
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achiodo, you've been locked
out. Please try again in 15
minutes.

Click here to continue

3. Once you have successfully logged

Your session could not be
established.

The session reference number: a9ab418f

Access was denied by the access policy.
This may be due to a failure to meet
access policy requirements.

If you are an administrator, please go to
Access Policy >> Reports : All Sessions
page and look up the session reference
number displayed above.

To open a new session, please click here.

in, you will see a screen asking for you to

authenticate. To continue, click "Send me a Push” or "Enter a Passcode.”

= Settings

Gl

Enter a Passcode

Send Me a Push

Note: You have 60 seconds to approve the connection or enter a 6-digit passcode

If you select "Send Me a Push,” you will get a notification on your mobile phone

approve or deny the connection. If this does not pop up automatically, launch the

4,
to
DUO app on your phone, and tap on the green bar at the top.
Are you logging in to Golden 1?
) Golden 1
Sacramento, CA, US
) 3:36PM
achiodo
A;;;;rc;ve
5. If you select “Enter a Passcode,”

token.

you can use the Duo mobile app or a hard
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e DUO App (Soft Token): Launch the Duo app on your phone, tap on the
account for Golden 1, this will show your passcode.

©

Golden 1
Golden 1

Passcode 930 640

Refresh Passcode

e Users without the DUO App: Please call the NOC Team and request a
bypass code. They can be reached at (916) 732-2899 option 2.

6. Back on your computer, enter the 6-digit code (no spaces) and select Log In.

@ = Seftings

ex. 867539

7. Once you get through with the Duo authentication, you will see the Applications
and Links page. In your welcome e-mail, you will be instructed on which option to
use, either A, or B:

Golden 1 Welcome to Golden 1 Credit Union [Q Logout
Credit Union
Q ]
Applications and Links v
L)) Contractor Desktop ) Remote Desktop - ] Notepad Cisco Jabber | Home Drive
§ Putty e MS Edge ‘. Google Chrome m Excel w PowerPoint
m Word mz Outlook Web Access [I OneNote e InsideG1 6 Golden 1 Help Desk

Authorized users only: individuals using this system will be monitored and recorded. Anyone using this system expressly consents to such monitoring. If the monitoring reveals conduct that violates credit union policy or may violate criminal laws, the
credit union will take appropriate action, including notifying law enforcement.

If you are provided with a VM or Computer to remote into, use option B.
Once selected, a launch.ica file will be downloaded. Open this to show the Remote
Desktop Connection window and enter the IP Address, VM, or PC name of the
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remote computer you need to connect to, then hit connect.

& Remote Desktop Connection = a

Remote Desktop
»* Connection

Computer; ‘Computer or IP address goes herg| W

Username:  MNone specified

You will be asked for credentials when you connect

I > | Show Options Connect || Help

If you run into any trouble, please call the IT Help Desk at 916-732-2899 option 1.
They are open from: 7am-7pm PST Monday - Friday & 8:30am-5:00pm Saturday.



